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ABSTRACT

This paper presents a human strategy-based diag-
nostic method in a toubleshooting expert system for
electronic switching systems. The system infers defective
components based on an abstract-signal-flow model,
which makes it possible to describe easily the complex
structure of the target switching system. Several kinds of
knowledge of symptoms, tests and equipment structure
are concisely represented in a uniform network style. In
addition to thess feanires, truth maintenance facilides are
incorporated for indetermdnate  inferences. Inferences
which utilize as many default assumptions as possible
and belief revision due to later discoveries of contradic-
tions are properly realized. The facilites alse enable
flexdble diagnosis, such as reasoning based on anticipated
test resolts without acmally exccuting the tests. The
method for environment control enables this kind of rea-
soning. The paper summarizes the architecrure and
features of the troubleshooting expert system and
presents a diagnostic method based on truth mainte-
nance.

1 INTRODUCTION

Modem electropic devices like an ESS (Electronic
Switching System) are wery complex and difficult 1o
diagnose. Although diagnostic test functions are built
into ES3's based on the hardware technology, defecve
compenents are not always clearly found by using them.
By contrast, highly skilled human experts can locate
defective components and repair them by using various
diagnostic strategies. This has motivated development of
a troubleshooting expert system modeled on human
experts’ strategies. Some of the features of its methods
and architecture are as follows:

{1)The sysiem utilizes several heuristic test methods of
human experts in order to locate the defective com-
ponents, It also analyses the symptoms in order to guess
the defective components.

{2)The system has a kind of structural knowledge of the
target ESS called an abstract-signal-flow model. The
development and modification of the knowlege base in
this style is far easier than that in diagnosis systems

using empirical symptom-cause associating rules like
MY CIN(Shortliffe 1976).

{31Several kinds of knowledge are represented in a
unified nerwork by wrilizing the object-oriented facilities
in ESP (Extended Self-contained Prolog)(Chikayama et
al. 1984). By the representation method, the knowledge
base is kept compact and modifiable.

{4)The system Is designed to allow much flexibility in
man-machine interacton. Therefore, an inexperienced
technician ¢an perfonm diagnosis just by following the
recommended actions, while an experienced technician
can freely choose alternative actions based on his judg-

ment.

A prototype system with  these features was
developed on & PSI-machine (Taki et al. 1984). More-
over, truth mainenance faciliies(Doyle 1979; de Kleer
1986a; de Eleer 1986b) have been incorporated into the
system in order to achieve indeterminate inferences.

In the inferences of suspected components, there are
many cases where definite conclusions cannot be made
because of exceptons. The inferences done by human
experts are heuristic and therefore might be erroneous. In
order to narrow down the suspected components, these
kinds of indeterminate inferences should be allowed. In
order to make indeterminate inferences and properly
revise them when they are known as errongous, truth
mAIRIENANCE 15 NeCessary.

In the diagnostic problem domain, reasoning
methods based on tuth maintenance technigues have
recently been proposed{de Eleer and Williams 1987,
Young 1987). They make assumptions which represent
the functionalities or violations of the dewvices, and they
do reasoning on the device behaviors based on these
assumptions,

On the other hand, the expert system in this paper
uses assumptions to represent the indeterminate factors
included in diagnostc inferences, and it infers suspecrs
bazed on them. Among many possibilities in selecting
assumptions w© use, the expert system adopts & control
method which makes use of as many default assumptions
as possible. By this conmrol method, suspected com-
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ponents are narrowed down as much as possible, even if
some contradicions are discovered. In additon, the
method enables reasoning based on  anticipated test
results without actually executing the tests. By tuth
maintenance and the conmol method, more flexible and
effective diagnosis is achieved.

The rest of this paper consists of two pars. The
first part presents the objectives of the toubleshooting
expert system, its architecture and features. The second
part describes the incorporation of tuth maintenance
including motivation, the diagnosis method based on
truth maintenance, and the environment control method.

2 OBJECTIVES OF THE DEVELOPMENT

2.1 Problems in ESS Diagnosis

Modem ESS's are very complex and difficult to
maintain. When a trouble occurs in an ESS, one or mors
fault ‘messages are printed out on an ESS console. In
some cases, a touble is known from telephone
subseriber's complaints, However, it is difficult for inex-
perienced maintenance personnel to pinpoint the cause of
weuble from these kinds of information.

In order to locate the defective component, an ESS
has built-in diagnostic test functions. However, the per-
formance of thess functions is limited, and a defective
component cannot always be clearly detected by them,

2.2 Diagnosis by Human Experts

Contrary to the limits of built-in disgnostic func-
tions, a highly-skilled maintenance technician can find
the defective component and repair it He diagnoses by
various strategies based on his knowledge and. skills, For
example, he analyzes the symptom in detail and geesses
the suspected components. In order 1o defermine a cause
among multiple suspects, a human expert thinks of
effective tests to namow them down. The word test
means a&ny action to reduce the number of suspects.
Some of the tests carried out by human expents are as
follows:

- Viewing the occurrences of symptoms and their dis-
tribution

- Acquisition of various kinds of information in the
ESS, soch as acquisition of operation status in
duplicated units

- Typing commands to the ESS and waiching the
resulting ESS behavior

= Changing the operation status for the duplicated
units and looking for wouble cccurrences

After pammowing down the suspects, he tries repair
actions such as replacing suspect FRU's(Field Replace-
able Units) with spares until the symptom disappears.

2.3 Necessity of an Expert Systemn Modeled on Human
Experts

As described above, highly skilled technicians carry
out diagnosis. However, there are few technicians who
have the ability to do so. In addition, since the life span
of an ESS is over ten years, it is hard to retain highly
skilled maintenance personnel in & specific telephone
office for a long time.

Therefore, an expert system is desired which assists
inexperienced maintenance technicians in performing
diagnosis of an ESS based on the strategy used by
human experts.

3 BASIC ARCHITECTURE

3.1 Basic Diagnosis Flow

The basic diagnosis flow in the expert system is
shown in Fig-1. During the diagnosis, suspected com-
ponents, that is, candidates which might have caused the

trouble, are- considered and updated.

Given the symptom information, the expert system
first considers the suspected components by analyzing
the symprom information. After that, a test effective for
them is chosen and carried out. By interpreting the mst
result, suspected components are narrowed down; the list
of suspected components 15 updated to smaller ones
According to the updated list of suspected components,
effective tests are reconsidered. In this way tests and
their interpretations are repeated. After several reped-
tlons, a small number of suspected components can be
obtained. Finally, comresponding FRU's, such as equip-
ment packages or connector cables, are replaced, and the
trouble is repaired. :

3.2 Abstract-signal-flow Based Reasoning

In order to implement reasoning about suspected
components according to the symplom and test results,

[Symptom Information|

Symplom Analysis
(Suspect Listing)

Fig-1: Basic Diagnosis Flow



the expert system has an abstracr-signal-flow description,
which represents the fonctional structure of the ESS. The
expert system looks at this. description when considering
suspected components. The description is represented as
a directed graph. Fig-2Z shows. an extraction of the
gbstract-signal-flow  descripion, Each node in it
represents  a  functonal component, and each  arc
represents a signal-flow between components.

With an abstract-signal-flow description, suspected
components for @ given symptom can be enumerated.
For example, consider a case wherein the following
symptom is ocowTing:

SYMPTOM: no-dial-tone
“"Although a subscriber picks wp a receiver, no
dial-tone is heard.”

In order for a dial tone to be normally heard, the follow-
ing signal path must not be defective:

SIGNAL PATH:
“a control signal path from the line to the CPU"

The components on the path can be listed by searching
the abstract-signal-flow description. By enumerating the
nodes along the path, from Lineto CFPU through ctf_up
arcs in Fig-2, the suspectsd components for the no-dial-
tone symptom are Hsted:

SUSPECTED COMPONENTS:
Line, LC, E/G Conv, LM Intf, Scn Cil, SMUX, ...,
CFU

The abstract-signal-flow method is also effective in
narrowing the suspected - components based on test
results such as those of signal-flow checking tests.

Structural knowledge of the ESS for the abstract- -

signal-flow method is represented in suitable precision.
In addition, the total size of the knowledge base may be
kept small. This is because a signal-flow description is
shared by many kinds of symptoms. As a result of wiliz-
ing the abstract-signal-flow method, the design experts

can easily present their knowledge.
vup  v_gp
cl_up  el_up wl_up eflup  ctlup ol up
Ling—=——v LZ=—— E/G =— LM fstf — Sen Cli == SMUX < » ==« =qx CPU
tll_down el _dawn cll_down i
w_donws ¥_dorwn -
ci_down  cl_dows  col_dgwm
DrpQ Dip == ==es .
v.up v_up vup
DLW =— PMUX — D _LOCe == == == THWI
v_doam
vodown  wodown v down
POMLIK —=Ing===== == -THWI

Fig-2: Abstract-signal-flow description
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3.3 Network-based Knowledge Representation

The expert system is based on multiple kinds of
knowledge acquired from both design experts and
maintenance experts of the tarpet ESS. Structural
knowledge regarding the ESS iz acquired from the
design  experts, while the pertinent maintenance
knowledge, such as sympioms and tests specific to the
ESS, is acquired from maintenance experts. '

In the expert system these kinds of knowledge are
represented in a unified network. Signal flows betwesn
functional blocks are directly represented as relations.
Other relations between different kinds of knowledge,
soch as symptom, test, functional blocks and FRU's are
also represented in the same style, Fig-3 shows an exam-
ple of a nerwork-based representation. In the figure,
functional blocks corresponding to Symptom-A can be
listed as follows:

Block-A, Block-B, and Block-C

In this way, several kinds of knowledge are compactly
described in network-based representation. In addition, a
lecal modification of the network can be more easily
performed * than equivalent modification in sympiom-
canse associating rules such as MYCIN.

The network for this representation is described by
object-criented faciliies in ESP. Relations betwesn
objects are represented by slots in objects. In addition,
symptom, test and structural knowledge Is represented
withowt  redundancy in  hierarchical structures. For
instance, common properties among several symptoms
can be described in a general symptom object by an
inherirance facility.

3.4 Flexible Man-machine Interface

The expert sysiem provides flexible man-machine
interaction in selecting diagnostic actons. In selecting a
subsequent action, such as a test execution or unit

A — fru—=Unit-A
stari-block
gignal-path /
Symptom-A-—r> Signal-path-A Block-B—lru—s Unit-B
eﬂac?ve-m \m,‘mk\‘ cﬂLp

l/ sigal-path
Test-C —> Signal-path-C

ctl_np

Blogk-Ce— fru—3Unit-C

Fig-3: Nerwork-based Enowledge Representation
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replacement, the system reasons about possible candi-
dates and recommends the most appropriate one, leaving
the maintenance technicians flexibility to select an alter-
native action. Based on such flexible man-machine
interaction, an inexperienced maintenance technician can
carry out troubleshooting merely by following the
actions recommended by the system, while an expert
technician may select actions himself,

The system provides a facility of displaying the
suspects narrowing based on hypothetical test results.
designated by the user. This helps the vser understand
the effectiveness of test execudon. This is easily imple-
mented by the wuth maintenance facilities, which will be
explained in 5.4,

In addition, the system provides a user friendly
interface for easier operation, based on the multiple win-
dow environment of a PSI-machine. An example of the
user-interface screen is shown in Fig-4,

4 INCORPORATION OF TRUTH MAINTENANCE

This section presents the motivation for incorporat-
ing truth maintenance facilities into the expert system.
The inferences for narrowing down suspects by test
resulis are frequendy based on indeterminate asspmp-
tions or preconditions, Many kinds of reasoning proceeds
from these assumptions. For instance in the narrowing
down of suspects, there underlie the following assump-
tons:

= The fault is non-intermittent,
(The fault status continues and does not disappear.)

- The power is normally supplied to the ESS.
- The clock distgibution functions normally.

There 15 another kind of assumptions which under-
lie indeterminate inferences. For instance, if fault symp-
toms are found in one area and not in another, then it
can be supposed that the cause is limited to the specific
area. However, this is uncertain becaunse the absence of
fanlt symproms might be accidental. If the observation
time were longer, faults might have also been found in
another area.

These kinds of indeterminate inferences are per-
formed by human experts. These are not confirmed stra-
tegies but are usunlly effective in namrowing down the
suspeets and quickly finishing the diagnosis.

However, these inferences sometimes lead to
erronecus conclusions. An expert realizes his misjudg-
ment when he miles our all suspects by replacing
suspected physical undts. In some cases, he realizes his
error when he finds ESS behavior contradictory to his
beliefs, When he discovers a contradiction, he changes
his belief. He casts doubt on the assumptions producing
the contradiction and abandons some of them. He then
believes a new consistent set of assumptions.

In order to reglize these kinds of Indeterminate
inferences of human experts, truth maintenance facilities
like TMS(or ATMS) are incorporated into the expert
system., TMS manages the dependency relations among
facts, assumptions and conclusions. Based on this, TMS
enables the maintenance of consistency between them.
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Fig-4: User. interface screen



There is another motivation for incorporating truth
maintenance. It is desired to infer spspects based on_anti-
cipated test results withour acmaily executing the rtests,
That is, there are some tests whose resulis are antici-
pated, and it is desired to omit the execution and
proceed to narrow down the suspects based on the antici-
pated results. This strategy is not always reliable, but it
is effective for quick diagnosis. In addition, the smategy
is desirable for the kind of tests which are temporarily
detrimental to the service quality.,

For example, when an alarm lamp is not on, there
is the possibility of executing a test to check the condi-
tion of the alarm lamp itself, The anticipated result is
that the alarm lamp is normal. From this result, the fol-
lowing deduction becomes possible, and the suspects
will be narrowed down:

"If an alarm is not lighting, and the alarm lamp
irself i normal, then suspects are limited to ... "

In this situation, it is faster to assume the normality of
alarm lamp than o check its condidon. In this way,
omission of the test is desired.

However, when it is suspected that assumptions
cause a contradiction, these omitted tests must be per-
formed. By urilizing the truth maintenance facilities, this
kind of test omission control can be realized.

In the domain of diagnostic problems, de Eleer and
Williams (1987) present a method of disgnosis based on
ATMS. However, their method differs from our
approach, Their method introduces assumptions in order
to represent the destruction of a target system and
enables diagnosing multiple faults. Our approach, on the
other hand, utilizes assumptions to represent the indeter-
minate factors in the inferences of suspected com-
ponents. Their method does not consider this kind of
indeterminateness. .

Young (1987) alse utilizes default reasoning in
troubleshooting, In his method, each belief represents a
fault candidate, and a belief revision is a change of the
fault candidates. Based on thiz, a framework for toub-
leshooting is established which enables isolating mmltiple
faults. However, his method does not narrow down
suspects by combining indeterminate inferences based on
multiple test results.

5 DIAGNOSIS METHOD EASED ON TRUTH
MAINTENANCE

5.1 Basie Constructs for Truth Maintenance

This section describes the besic constructs for truth
maintenance and how they are wtilized in diagnostic rea-
soning. A control method based on these constructs,
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specifying which assumptions to use in inferences and
how to revise them according to discovery of contradic-
tions, is described in the next section.

For easier context switching, the expert system
adopts the formalism of ATMS(de Kleer 1986a; de Kleer
1986b), not that of TMS(Doyle 1979 or dependency-
directed backtracking(Stallman and Sussman 1977), as a
basic tuth maintenance mechanism, Additional con-
structs, such as justification, assumption, and nogood,
are introduced into the indeterminate diagnostic infer-
CNICEE. )

According to  newly  derived  inferences,
Justifications are created to record and maintain the rela-
tons between assurnptions, facts and conclusions, The
following is an example of justification.

premise_factl, premise_fact?, assumption]
. => conclusion

In a justification, assumptions which make the inferences
indeterminate, e.g. assumption!, need 0 be specified
clearly. In order to realize the tést omission, the antici-
pated result is also represented as an assumption, whose
truth or falsity can be examined.

For discovering errors in inferences, contradictory
conditions are also described. For instance, the following
contradictions might occur in the reasoning:

(a) A conclusion "The suspected units for the Symp-
tomX are {XI1X2...)." contradicts the fact "Afzer
replacing  the suspecrted wnits  [X1,X2..] with
spares, there still remains the SympromX."

(b} An observation of intermittent cccurrences of the
symptom contradicts the assumption "The sympiom
is not intermirtent."

(¢} An assumption "The fault is not related to the
AreaX." (which has been derived from the fact “The
Jfault is not observed in the AreaX ) contradicts an
observaton "The faulr occurred in the AreaX™,

Contradictions are represented by nogood in
justifications. The following is an example for (b):

(observation of intenmittence)
(assumption of non-intermitence)
== nogood

Based on this formalism, justdfications are created
in the inferences for narrowing suspects, and then a
chain of justifications is constructed. Fig-5 shows an
example of a justification chain. The chain shows the
relations between test results, assumptons and conclu-
sions on suspects, The figure also inclodes two nogoods,
one produced by {asmA, asmB, asmC} and one pro-
duced by [asmC}. By viewing this chain, underlying
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asspmptions which lead to any conclusions or nogoods
can be listed. Of course, these relations are not
represented exactly as in the Agure but are represented in
a data structure that enables fast context switching of
ATMS.

5.2 Environment Control Method

With the basic formalism and constructs given in
Section 5.1, a control method becomes a problern. When
a contradiction is discovered, the set of believed assump-
tons must be revised to become consistent. Suppose
there are no other contradictions and retracting any one
of the contradictory assumptions removes the contradic-
tion. Then, which assumption to retract becomes a prob-
lem. This section describes the control method.

In the following, the erminology of environment,
context, and nogood in ATMS is utilized. In short, an
environment is a set of assumptions, A confext is a sct
of assumptions and nodes derivable from the assomp-
tons. Thus, a context is characterized by an environ-
ment. Nogood is a set of contradictory assumptions.

With respect to the indeterminate inferences in the
diagnosis, defanlt assumptions are used to enahle the
wsual-case - inferences. Then, a control method which
makes wse of as many defanlt assumptions as possible is
desired. Therefowe, when a contradiction is discovered,
and consequently some assumptions are to be retracted,
the number of default assumptions retracted should be
kept as small as possible,

Suppose only a single environment is always
chosen for rcasoning, there arise problems in satisfying
the prévious desire. There seems to be no reasonable
way to choose only one environment when assumptions
have the same plansibility. In addition, environment con-
ol is not simple, A default assumption which has been
already retracted to dissolve a contradiction may need to
be made in again. Fig-6 shows a simple example for
this. In the example, assumption A, which has been
retracied to dissolve the nogood among assumptions A,
B and C, is made in again in order to keep as many
assumptions as possible i,

Considering these problems, the system does not
determine conly one environment, but realizes a control
method which deals with multiple environments for rea-
soning. Reasoning in multiple environments is based on
the ease of context switching of ATMS. For these rea-
sons, the following is introduced:

Maximally Consistent Environment Set
The set consists of possible mwronmen;s which
satisfy the following:

-  The environment is consistent. Thar is, the
environment is not a subset of any nogood.

- The environment is not a subset of an;,r other
environments in the set.

If there are no contradictions, the set consists of an
environment which includes all default assumptions.
The set is updated according to the discovery of
contradiction. Reasoning s enabled in any environ-
ments (sets of assumptions) in the set. By reasoning

r“m'ﬁ—)ﬂm
asmB {5y K2 ﬁ )
saEpesis SUSPESt_umits
E3] {umit¥'}

4]
asmi [sy=) (3

nit_mnk
[amity]

ESPECES gUEpect_mnits
fsx} [unitX}

(.55}

factA @ The sympeom depends om the configurstion,
asmA ;' The symiptom is non-mmbermitient, -

factB | The contml arder is distniuad oormally.

gsmE ; The ¢lock works nonmalky.

faceC : A signal is not detected by a signal checking 128
asmi; : The signal checker device works normally.
factCI: The signad checker devics does nat work.

Fig-5: Justification chain

believed
assumplions

{ABC]
nogood: {AB,C) l

Fig-6: A complex case of
environment control



in these environments, utilization of as many con-
sistent defaulr assumptions as possible is achisved,

When updating of environment sets doe to contrad-
ictions, there arises the possibility of executing the omit-
ted tests. Executing an omitted test for checking an anti-
cipated result is effective in redocing the size of the
maximally consistent environment set. This is introduced
as:

Execution Control of Omired Tesr

An omined test, which is effective in reducing the

size of the maximally consistent environment set, is

defined as follows: )

- Execution of the test has been omitted,

- The anticipated resolt of the test, which is an
assumption, is included in some environments
in the maximally consistent environment set
and, at the same time, 15 not incleded in some
other environments in the set.

The second condition implies that by the real tuth

or falsity of the antcipated result, several environ-

ments in the set can be eliminated from it. A test
which satisfies these conditions should be executed
when a contradiction 1s discovered.

5.3 Example

This section presents a simplified example of
environment control. The example refers to the reasoning
-chain in Fig-5. Changes of the maximally consistent
environment set, nogoods, and suspected uonits are
described in Fig-7.
(1 Indtial state:
All the default assumptions are in. Among them, asalC
is an anticipated result of an omitied test and its tuth or
falsity can be checked.
(2)Narowing suspects:
Several facts (test results) are obtained by test execs-
tions, and the suspects are narrowed down by indeter-
minate inferences. Accordingly, several justficadons are
created. Then, the conclusion that a defective unit is
unitY is obtained.
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(3)Unit replacement & Contradiction:

The suspected unit unirY is replaced. If the fault symp-
tom does not disappear after this, this causes a
contradiction.

(4)Conmadiction disselution:

According to the set of nogood assumptions, namely
{asmA, asmB, asm('}, the maximally consistent environ-
ment set is revised,

(5)Executon of omined st

Becanse asml is an assumption whose truth or falsity
can be checked by an actual test, the omitted test is exe-
cuted.

(&)Error of assumption:

Suppose the test result gives a fact fzcrCX which is con-
mwary to asmC. This canses a contradiction, and the max-
imally consistent environment set is revised. Environ-
ments including asmC  are removed from the set, and
only an environment {asmd, asmB] remains in the set.
(7)Another suspect:

Using factCX new inferences are made, and another
suspect is obtained (umirX}.

5.4 Remarks on Truth Maintenance Incorporation

In the course of system development, the truth
maintenance facilities deseribed above have been incor-
porated into the former system. With this incorporation,
the knowledge base for onmly usual cases has been
modified into a more accurate version which clearly dis-
tinguishes the uncertainty in the indeterminate infer-
£NCES, :

By modifying the knowledge base, the diagnostic
capability has been enhanced. The former system
without waoth maintenance could not continue diagnosis
if the trouble did not disappear afier. replacing the
spspected units. On the contrary, the modified system
baged on truth maintenance can infer other suspects by
Temacting assumptions.

Knowledge base modification for the incorporation
was naturally achieved. This was achieved mainly by
inserting the description of assumptions to represent

Fhase Maximal conslstent environ- MNogoods Suspected units
ment set
1)nidal stase [ {rsmAaemB azmC] )
2iMamowing suspects {rumin¥'}
F)Unit replacement {rsmA, ssmB,asmtC ]
& Contradicon :
#)Conmdiction disselution | {famA.esmB),{asmB.esmC],
{asmA,asmC) }
S)Execution of cmiltsd test
6)Error of assamption { frsma, msmi | ) frsmC} &
[ s ssmB, nsmdC }
Thranether suspast {umieX]

Fig-7: An example of environment control



1298

indeterminate factors clearly and was reladvely easy.

Based on the truth maintenance, some tral reason-
ing facilities are implemented as a flexible man-machine
interaction facility, Based on a user-specified test result,
the system hypothetically narrows down suspects and
displays them. This helps the user understand the
effectivenéss of the test These trial facilities are easily
implemented in the truth maintenance framework.

6 CONCLUSION

This paper has presented the diagnostic method and
the archiecture of a woubleshooting expert system for
electronic switching systems. Using a diagnostic method
modeled on human expert strategics and reasoning, the
expert system diagnoses faolts which cannot be diag-
nosed by built-in functions. Using knowledge representa-
ton methods such as an abstract-signal-flow model and
nebwork-based knowledge representation, a compact and
modifigble knowledge base is constructed.

The incorporation of tmuth maintenance enables
cffective diagnostic inferences when there is uncertainty.
The environment control method which makes vse of
default assumptions realizes this kind of reasoning. The
method also enables flexible diagnosis, like inferences
based on anticipared test results and later execution of
actual tests when doubtful. Incorporation of muth mainte-
nance pgreafly enhances the diagnostic capability and
flexibility of the system.
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